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Abstract— Free rider detection plays a very important role
in the stability of a P2P network. Free riders tend to utilize the
benefits from the network by downloading files from it without
giving back to the network. This has adverse effect on the
quality and lifetime of the whole network. Various approaches
have been developed for mitigating free-riding; most of them are
suffering from some limitations with regard to having correctly
represented behavior at the peers and preventing the
distribution of fake or duplicate files. To overcome these
shortcomings, this work proposes a dynamically assigned grace
period and a content scanning mechanism to prevent free riders
and stop peers from uploading repeated and fake files in the
network. Prototype of the syste was implemented with C#
programming language and tested on a simulated network. The
result showed that the system achieved a free rider detection
rate of up to 60%, a duplicate file detection rate of 66%, and a
fake file detection rate of 33% at a network size of 2000 peers.
These results reflect the efficiency of the hybrid architecture in
solving significant questions of free riding and authenticity of
content for the more stable and secure development of the P2P
environment.

Keywords— Hybrid Architecture, Peer-to-Peer(P2P) Network,
Dynamic grace period, Content Scanning Mechanism.

I. INTRODUCTION

The application and the implementation of a Hybrid
Architecture in peer-to-peer networks are expected solutions
to generally shared problems such as free riding that is, users
consuming resources without contributing anything in return
bringing down network performance and reliability in general
[23]. This architecture will combine both P2P and client-
server elements to leverage the strengths of each while
ensuring generalized efficiency of resource distribution for
robustness in general networks [24].

The hybrid architecture prototype was introduced during
the conference proceedings with the purpose of mitigating
free riding in P2P networks. This prototype makes use of a
dynamic grace period allocation mechanism along with a
content scanning system for ensuring fair resource sharing
with no repeated file uploads. The framework provided a
theoretical one, with initial steps for the implementation to
validate the feasibility of the proposed mechanisms relying
on conceptual designs and basic functionality testing [37].
Based on this prototype, this work further extends those
efforts by implementing the proposed hybrid architecture, in
CH#, as a full-scale simulation using dynamic grace periods
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and content scanning mechanisms in a simulated
environment. In this respect, performance metrics such as
free rider detection rate, duplicate file detection rate, and fake
file detection rate are compared against differing network
sizes. This work considers the  architecture's
comprehensiveness for scalability and effectiveness in
ensuring resource sharing, file integrity, and stability of the
overall network as a way to complement the limitations
identified in the earlier work. It proposes dynamic grace
period allocation with a content scanning mechanism for
encouraging resource sharing to maintain stability, enhancing
quality within the network while preserving file integrity.

Various methods are implemented for the Hybrid
Architecture, such as prioritization of peers based on their
bandwidth and position of playbacks to enable efficient VoD
video streaming. This methodology keeps the users with high
bandwidth closer to the media sources to ensure smooth
streaming services for all users [23]. Game-theoretic
incentives for participation integrated into the platform
discourage free riding while rewarding cooperative peers and
penalizing those that do not contribute to the network
resources [24]. The hybrid model further integrates a
community management layer aimed at managing
transactions by boosting security and building trust within the
network [25]. Despite these benefits, effective peer-to-peer
control involves addressing the dynamic behaviour of
network users and managing resource allocation efficiently.
Ensuring seamless cooperation among peers without central
oversight can be challenging, as the system must account for
diverse user behaviours, network fluctuations, and high churn
rates [24]. Moreover, traditional approaches may struggle to
scale effectively as networks grow, necessitating hybrid
models that balance decentralization with centralized
elements to maintain performance and reliability [23].

In order to deal with such issues, the improved Hybrid
Architecture developed in this research work is based on two
mechanisms: dynamic grace period and content scanning
mechanism. Dynamic grace period mechanisms award or
remove privileges according to the activity of the peers;
participation is rewarded by granting more access, and free-
riding is penalized by isolating those who do not contribute
their resources. The content scanning mechanism will avoid
both uploading repeated/fake files and maintain file integrity
within the network. The research is organised in the following
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manner Section 1.0 provides an introduction and background
on P2P networks and hybrid architectures. Section 2.0
embarks on reviewing existing works on techniques for
mitigating free-riding and enhancing peer interactions.
Section 3.0 discusses the methods used in implementing the
hybrid model. Section 4.0 presents the results obtained and
their discussions. Section 5 presents the prototype
development. Section 6 gives the conclusion of the research
work.

II. LITERATURE REVIEW

The authors in [5] developed a point-system where peers
are encouraged to spend to earn points and those points can
only be spent on leeching implying that contributing peers get
better download speed while free-riders ones slow down. [6]
proposed a credit-based model with free-riders and termed
this group condition as Grace period assigning those peers
who do not submit computing resources within the
deadline.[20] explores whether monetary incentives can
attract peers to participate in peer-to-peer (P2P) content
delivery systems.

[1] employed the game theory approach with Ayo game
model, which greatly mitigated free-riders in semi-
decentralized networks. [8] brings about an idea that has to
do with the sustenance of the togetherness of individuals that
are not related using a game theory side of view. [14] In his
study, presented a difference between groups of people
limited to playing pure strategies and groups of people given
the privilege to play mixed strategies in a one-shot symmetric
PD laboratory experiment. [9] in his study, he uses a
centrality relationship incentive mechanism. [13] presented
an incentive mechanism for P2P file sharing based on social
network and game theory. [21] introduces a dynamic and
incomplete game model to analyze peer interactions and
proposes a co-opetition framework to control free riding. The
study uses simulations to test the co-opetition framework
under various environments.

[11] proposed a balanced peer-to-peer content delivery. In
his work, two methods were presented to ensure fair p2p
content delivery, which are EqualDownload, and
EqualStream with the aid of blockchain for p2p downloading
and p2p streaming cases. [10] in his brings about an idea for
distributed P2P where a cryptocurrency such as Bitcoin was
used to promote user for cooperation such that users that
helps with delivery that results in a success is rewarded. [15]
presented a blockchain-based incentive mechanism for
sharing cyber threat intelligence. [16] presented a reward
mechanism for blockchains using evolutionary game theory.
[17] proposed security frame does not need any central server
and it not prone to attacks like RTI and Sybil attacks.

[3] introduced a decentralized reputation system for P2P-
networks through the implementation blockchain technology
to help satisfy demand, as it increases peer contributions and
free-riding. To make them fair [22] explored the
improvements in fairness of decentralized storage networks
by considering bandwidth incentives through simulation and
obtained a more equitable distribution of rewards among
peers [4] from a game theoretical perspective, proposes a
system that uses a reputation-based approach to allocate
resources in P2P system. This method/idea makes sure that
peers want are as a result of their shared capacity. [12]
proposes a Simplified Biased Contribution Index (SBCI) as
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an incentive mechanism to balance resource sharing in peer-
to-peer (P2P) networks. Unlike previous methods, SBCI does
not require iterative calculations or strict clock
synchronization, making it more efficient and easier to
implement. [18] proposes an incentive-based security model
for Peer-to-Peer (P2P) networks to ensure fairness. Prevent
free riders by making leechers contribute as much as they
download. Protect seeders by reducing their workload and
ensuring they are treated fairly. Secure communication using
cryptographic methods like RSA to prevent spying.

[7] in his work, utilizes a sharing idea that is ratio based
for distributing resources in P2P networks and sharing files
are done using BitTorrent protocol. One of the strengths of
this study is that it not susceptible to sybil attack and gangs
up attack by group peers as it was introduced majorly to foster
cooperation amidst peers, bring about fairness to
downloaders and prevent free riders and whitewashing
attacks. [2] bring about a idea that is inspired by a Market
setting to curb free-riding behaviour a P2P network fog
computing to be precise. in his study proposed the AFMIA
that takes into consideration resources as goods that have
varied worth based on the extent of demand and supply. [19]
presented a KeyPIn scheme combines Key-based,
Participation-based, and Incentive-based mechanisms to
encourage resource sharing and participation in the cloud. It
uses game theory to create incentives for users to contribute
resources, while limiting access for free riders. Simulation
results demonstrate that the KeyPIn scheme -effectively
reduces the presence of free riders in the distributed cloud,
ensuring more equitable resource distribution and improved
overall system performance.

Various approaches also have been suggested that aimed
at enhancing the performance and security of P2P systems by
better mitigation of free-riding, resource management, and
integrity of content. A widely used mechanism includes the
application of distributed incentive mechanisms that guide
the peers with higher upload bandwidth closer to the sources
by optimizing VoD streaming efficiency and reducing the
cases of buffering [23]. This mechanism indeed works
effectively in resource distribution management, enhancing
QoS; however, the system might be complex to implement
and may not scale well for larger networks [23]. Another way
this concern is being taken on board is by using a reputation-
driven algorithm, which calculates the reputation of peers
based on their behavioural considerations. Reputation-based
methods use game-theoretic approaches where cooperating
peers are rewarded while free riders are penalized to ensure
network stability [25]. However, the complexity in the
computation of reputation and the resulting additional
communication overhead may affect scalability [24].

Other architectures represent hybrid systems that realize
a combination of both P2P and client-server models. In fact,
these hybrid architectures retain the typical scalability
associated with P2P systems but can maintain some degree of
centralized control. An example of such hybrid P2P overlays
is the use of semantic web technologies, which extend
resource discovery and knowledge-sharing capabilities by
means of metadata and ontologies [25]. This semantic layer
enhances efficiency in locating resources from the point of
view of access and managing them, but it adds performance
overhead at the cost of possibly introducing a number of
interoperability challenges in heterogeneous systems [25].
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Another hybrid model is the G-CP2P Architecture, which
uses a super-peer mechanism for content distribution and
location-aware peer selection, effectively managing latency
and enhancing scalability through content distribution
management among the peers [26]. While efficient, this
system depends largely on super-peer availability, which
tends to become a bottleneck for the performance of such a
system [26].

Security and trust have also been addressed using layered
architectures that integrate both fully decentralized and fully
centralized elements. A hybrid P2P system that adopts PKI
working with a trust management algorithm enhances
security and reliability in transactions, effectively
decentralizing sharing at higher layers [27]. While such
systems increase scalability and can be more secure, the
added centralizing elements reduce some of the advantages
of full decentralization [27]. Similarly, hybrid architectures
with DHT and Voronoi diagrams for data distribution provide
a scaling solution for MMGs, where consistency in game
state is particularly essential [28]. However, the
implementation of this hybrid model faces issues of latency
and security problems, especially when real-time applications
are involved [28].

Other topics that have also received attention are related
to the application of game theory in the context of P2P
networks, used for managing interactions among altruists and
free riders. Game-theoretic algorithms are used to develop a
co-opetition framework that incentivizes resource sharing
and maintains balanced and fair resource distribution [29].
These game-theory-based models, however, have
assumptions about user behaviour through which scalability
may be hard to achieve in larger and more heterogeneous P2P
systems, even though they work effectively in smaller-scale
networks [29]. A recent promising strategy relates to the use
of blockchain technology in an attempt to provide hybrid
CDN-P2P architectures with storage and recording
mechanisms for secure and transparent transactions, together
with zero-knowledge proofs (zk-SNARKS) to protect the
privacy of the users while further improving security and
scalability [30]. The implementation of blockchains and zk-
SNARKSs is nevertheless complex and may introduce some
performance overhead; moreover, their novelty today also
introduces barriers to adoption [30]. Another example is
ALIVE, which uses P2P and CDN resources in a hybrid
framework. It allows for the best scalability with cost
efficiency. With the approach using NFV, edge computing
dynamically orchestrates the resources for improving user
experience; this indeed relies heavily on the availability and
reliability of the P2P resources [31].

In addition, ABR algorithms were studied over hybrid
CDN/P2P networks for video delivery, dynamically adapting
the quality of the content to network conditions. This
increases the perceived quality of service for the customers
[32]. Enhanced ABR algorithms cope with variable network
conditions to maintain QoS, although confirmation of their
applicability in real-world scenarios is required [32].
Moreover, distributed incentive mechanisms that organize
peers due to their upload bandwidth and playback point have
been promising for VoD streaming. It allows smooth
playback and resilience against dynamic network changes
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[33]. However, this method relies upon the willingness of
peers and thus may restrict the reliability of the method [33].

Hybrid architecture service discovery and load balancing
algorithms have shown to lessen infrastructure costs and
enhance the flexibility of the P2P-based cloud computing
model [34]. While the peer-to-peer structure allows clients to
be both providers and consumers, there is a host of issues on
aspects such as reliability and data security in a decentralized
system, and challenges remain significant [34]. Machine
learning models find themselves applied to adaptive peer
selection in hybrid CDN-P2P systems as well, with
improvements in data throughput and reductions in
messaging delay being considered substantial [35]. Yet, the
complexity and computational overhead of those systems
may pose a challenge to scalability over large networks [35].

Again, hybrid P2P architectures for transaction
management combine centralization with decentralized peer
behaviour and address security and trust through layered
authentication and non-repudiation protocols as well as
community management layers [36]. This architecture has
shown promise in improving the reliability and scalability of
transactions within P2P systems. Balancing centralization
and decentralization, however, remains a significant
challenge [36].

III. METHODOLOGY

This paper presents the design of a hybrid peer-to-peer
system in order to alleviate the problem of free riding and
avoid fake and duplicate files within a network. It integrates
a Dynamic Grace Period approach and a Content Scanning
Mechanism into what is here referred to as the Improved
Hybrid P2P Architecture. System performance was
benchmarked against a Normal Hybrid P2P architecture
using simulations implemented as a desktop application in
C#. The data management in the simulation was done by
using in-memory structures, and the main one used is the
DataGrid View. It did not use any external databases. The
algorithm governing the simulation process is detailed in
Algorithm 1, and the architecture of the Improved Hybrid
P2P system is depicted in Fig. 1.

A. Simulation Setup and Peer Activities

A network containing from 100 to 2,000 peers was
simulated, then subjected to random file upload and
download processes. Synthetic data for files and peer
interactions were generated dynamically during the
simulation. Each peer was uniquely identified by its upload
and download counts, as well as a status indicating whether
it was a free rider or a contributing peer. The metadata of the
files, the timestamp of the uploads, and the peer statuses were
stored and updated in an application based on DataGrid View,
forming a lightweight, self-contained database model for this
simulation. Fig. 1 shows the interface used to perform the
simulation.
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¥ Simulate

Number of Peers: 100 i]
Free Rider Detection Rate: 0% Total Peers: 0
Duplicate File Detection Rate: 0% Free Riders: 0

Fake File Detection Rate: 0%

Detected Free Riders: 0

Status: Ready

Contributing Peers: 0

Contributing Peer Rate:

Free Rider Peer Rate:

Architecture

Timestamp

Result

Start Simulation Stop Simulation

Select Architecture: Normal Hybrid P2P v

Normal Hybrid P2P
Enhanced Hybrid P2P

Fig. 1: Interface used to perform the simulation

B. Algorithm for Simulation Workflow

ALGORITHM 1 SIMULATION WORKFLOW

START
Initialize Simulation
Input: Total peers (P), Simulation cycles (C)
Set all peers to default statuses (non-free riders)
compute_unique_value
extract_key features
store in server records
Simulation Loop (for each cycle)
Randomly assign actions (Upload, Download, Idle) to peers
For uploads:
Compute file hash and verify for duplicates or fakes
(Improved Hybrid)
Record successful uploads and update peer status
For downloads:
Check peer's free-rider status (Improved Hybrid)
Allow or deny download accordingly
Update peer statuses
Apply the dynamic grace period mechanism for free riders
Metrics Collection
Update detection rates for free riders, duplicates, and fake files
Stop Simulation
When all cycles are completed or predefined conditions are met
Output Results
Display performance metrics for both architectures

End

ALGORITHM 1: CONTENT SCANNING MECHANISM (FILE UPLOAD)
START
If first_time_upload:
allow_upload
scan_file
compute_unique_value
extract_key features
store in server records
else:
scan_file
compare_with_previous_upload
If unique:
allow_upload
store_in_server_records
else if rare_file:
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allow_upload
else:
deny _upload
End

ALGORITHM 2:
DOWNLOAD)
START
If file request
connect_requesting peer with_sending peer
If download successful:
requesting peer send_status_and_file to_server
server_scan_file
verify_key features
update _records
else:
do nothing
End

This algorithm ensures the integrity and authenticity of
files shared within the network by implementing a robust
content verification process. The development process
involves creating a system that scans files before they are
uploaded to the centralized server. Unique values and key
features are extracted from the scanned files and stored in the
server records. The algorithm compares new files with
previously uploaded ones to determine if they are duplicates
or unique.

Steps and procedures
Step 1: If it is the first time a peer is trying to make a file
available for download:
i. The peer is allowed to upload the file to the server.
1.

with the peer's details.
Step 2: If the peer has previously uploaded files:

i.  The server scans the new file and compares its unique

value with previously uploaded files.

CONTENT SCANNING MECHANISM (FILE

The server scans the file, computes a unique value,
extracts key features, and stores this information along
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ii. If the file is unique, it is allowed for upload; if it is a) Dynamic Grace Period:

a duplicate, the upload is denied unless the file is i Peers with a download-upload difference > 10 are
marked as rare by the server. assigned a dynamically calculated grace period.
Step 3: When a peer requests a file, the server facilitates il. If peers upload files before the grace period expires,

a connection between the requesting peer and the a new grace period starts dynamically.
sending peer. iii.  Failure to upload within the grace period marks the

Step 4: Upon successful download, the requesting peer

peer as a free rider, disabling their download

sends a status and the downloaded file back to the server. privileges.
Step 5: The server scans the downloaded file to verify b) Content Scanning Mechanism:
the key features and updates the records accordingly. i Each uploaded file is scanned for uniqueness and
fake content.
C. Hybrid P2P Architectures il. Unique hash values and key features are computed

Normal Hybrid P2P Architecture
The Normal Hybrid P2P architecture as shown in Fig. 3
operates without dynamic adjustments or content
verification mechanisms:
i. Peer activities (upload, download, idle) are
executed randomly.
il. There is no enforcement of a grace period or
scanning for duplicates and fake files.

Improved Hybrid P2P Architecture
The Improved Hybrid P2P architecture as shown in Fig. 2
integrates two novel mechanisms:

E FILES SCANNER /\ UPLOADING PEER (UP) SENDI

TO REQUESTING PEER (RP)

for each file. Duplicate or fake files are flagged and
rejected, except for rare or unique files, which
bypass duplicate checks.

NG INDEX SERVER

PEER T( — )
EER TO SERVER CONNECTION PEER TO PEER CONNECTION (V) FILE UPLOADED SUCCESSFULLY
Ghabe
Swooess
i FILE UPLOAD REJECTED up UPLOADING PEER RP REQUESTING PEER
O FILE DOWNLOADED REQUESTING PEER TO SERVER
SUCCESSFULLY / FILE DONWLOAD FILES SENT IN THE NETWORK CONNECTION
sanunser FAIL

Fig. 2. Improved Hybrid Architecture (Akinboro et al., 2024)

85



Ife Journal of Information and Communication Technology, Volume 8, 2024

Fig. 3. Normal Hybrid P2P Architecture (Reza, 2009)

The IHADGPCSM (Improved Hybrid Architecture with
Dynamic Grace Period and Content Scanning Mechanism) as
shown in Fig. 3 addresses free riding in hybrid P2P networks
by dynamically assigning grace periods based on a download
popularity score and using a content scanning mechanism to
ensure file uniqueness and integrity. The index server
facilitates connections between uploading peers (UPs) and
requesting peers (RPs). It scans files uploaded by UPs to
verify their uniqueness, denying uploads if the file already
exists unless it is classified as "rare." It also maintains records
of file features, such as unique values and extracted attributes,
along with peer interaction data for verification purposes. For
downloads, the server verifies files sent by RPs by comparing
their extracted features with stored records, ensuring
integrity.

The dynamic grace period allocation mechanism initially
allows peers to download up to 10 files without restrictions.
Once this limit is reached, a grace period is calculated,
requiring the peer to upload at least one file to regain
download privileges. The grace period dynamically adjusts
based on the peer's updated download popularity score, which
is calculated using upload and download scores. Peers are
allowed to upload unique files freely, while repeated files are
only accepted if classified as "rare." The content scanning
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mechanism ensures that files uploaded by UPs are scanned
for uniqueness, and if found to be duplicates, the upload
request is denied. RPs’ downloaded files are sent back to the
server for verification, and only verified files are recorded,
with corresponding scores assigned to both the UP and RP.
Peers whose uploads exceed or equal their downloads can
interact freely with the system. However, if downloads
surpass uploads, the calculated grace period activates,
requiring the peer to upload a file before further downloads
are allowed. This system ensures balanced peer contributions,
discourages free riding, and promotes only unique and
verified files within the network.

IV. RESULTS AND DISCUSSION

The simulation was performed with varying numbers of
peers (100, 500, 1000, 1500, and 2000) to evaluate the
performance of both the Normal Hybrid P2P Architecture and
the Improved Hybrid P2P Architecture as shown in Fig 4. The
results focus on the Free Rider Detection Rate, Duplicate File
Detection Rate, and Fake File Detection Rate. Table I
summarizes the performance metrics across the two
architectures.
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r ® Simulate = (] X

T Number of Peers: 2000 =

Free Rider Detection Rate: 75% Total Peers: 2000 Contributing Peer Rate: 75%

Duplicate File Detection Rate: 66% Free Riders: 2000 Free Rider Peer Rate: 60%

Fake File Detection Rate: 33% Contributing Peers: 2000

Detected Free Riders: 0
Status: Simulation Completed

Timestamp Architecture Action Result

> 6 024 Enhanced Hybr... |Idle Action Processed
16/11/2024 17:3... |Enhanced Hybr... |Idle Action Processed
16/11/2024 17:3... | Enhanced Hybr... |Upload File Fake File Detect...
16/11/2024 17:3... |Enhanced Hybr... |Idle Action Processed
16/11/2024 17:3... | Enhanced Hybr... | Download File Action Processed

St S Stop Simulation Select Architecture: Enhanced Hybrid P2P

Fig. 4. Result of the simulation with 2000 peers

its detection rate as N/A across all peer counts. While the

TABLEL PERFORMANCE METRICS COMPARISON Improved Hybrid P2P demonstrates strong duplicate file
Free Rider D“ggzate Fake File detection, starting at 33% with 100 peers and increasing to
Peers | Architecture | Detection | . . .~ | Detection 66% with 2000 peers, showing a scalable improvement with
o, o, .
Rate (%) Rate (%) Rate (%) the number of peers. In terms of fake file detection rate, the
100 Normal Y N/A N/A Normal Hybrid P2P lacks the ability to detect fake files,
Hybrid P2P ’ resulting in N/A for this metric. While the Improved Hybrid
Improved 36% 330 6% P2P begins with a fake file detection rate of 16% at 100 peers,
Hybrid P2P ’ ’ ’ reaching 33% with 2000 peers. This indicates a steady
500 Normal 8% N/A N/A increase in its ability to identify fake files as the system
Hybrid P2P ’ scales.
Improved
Hybrld P2P 41% 40% 20% Free Rider Detection Rate
1000 Normal 10 N/A N/A 1% meetyire
Hybrid P2P ’ s
nggigvff’zdp 48% 60% 22% 9
Normal N fﬁ
1500 Hybrid P2P 36% N/A N/A “
&;ﬁgvff’zdp 53% 60% 20% s
Normal o »
2000 Hybrid P2P 40% N/A N/A
5
nggigvff’zdp 60% 66% 33% N . I

Fig. 5. Free Rider Detection Rate
Table I compares the performance of the Normal Hybrid

P2P and Improved Hybrid P2P architectures in detecting free

riders, duplicate files, and fake files. Simulations were o
conducted with varying numbers of peers (100, 500, 1000,
1500, and 2000). In terms of free rider detection rate, the
Improved Hybrid P2P consistently outperforms the Normal »
Hybrid P2P in detecting free riders across all peer counts. For
100 peers, the Normal Hybrid P2P detected 24% of free
riders, while the Improved Hybrid P2P achieved a detection
rate of 36%. As the number of peers increased to 2000, the R
free rider detection rate for the Normal Hybrid P2P rose to

40%, while the Improved Hybrid P2P reached 60%. In terms ”
of duplicate file detection rate, the Normal Hybrid P2P does m w m mom
not include a mechanism for detecting duplicate files, leaving

Duplicate File Detection Rate

Improved Hybrid P2P

Detection Rate (%)

Fig. 6. Duplicate File Detection Rate
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Fake file Detection Rate

- Improved Hybrd P2P

s

umber of Peers

Fig. 7. Fake File Detection Rate

V. PROTOTYPE DEVELOPMENT
Following the results, this section discusses the design
and implementation of the prototype. The prototype was
developed using the C# programming language which is a

simple, modern,

general-purpose

© user

o username: string
o password: string

object-oriented

© peer

o uploadStatus: bool
i :b

(© indexserver

© ViewPeers()
© ManageRequests()

o
o lastUpload: DateTime
o reputation: int

o downloads: int

o gracePeriod: int

° S|
o LoadRegisteredUsers()
o LoadAllRequests()

o LoadAllFiles()

o Logout()

o grac tTime: DateTime
© UploadFile()

o DownloadFile()

o RecalculateGracePeriod()

o UpdateStatus()

o CheckFreeRiderStatus()

o StoreDownload!()

© Upload()

e EnableDownloadButton()

© File
o filelD: int
o fileName: string
o uploadedBy: int
o uploadDate: DateTime

programming language that provide server-side and client-
side support for developing enterprise and multi-tier
applications, incorporating two core mechanisms: dynamic
grace period allocation and content scanning.

The UML class diagram as shown in Fig. 8 outlines the
key system components, such as Peers, Files, Index Server,
and GracePeriodAllocator, showing how they interact to
manage file sharing and grace period allocation based on peer
activities. The entity relation diagram as shown in Fig. 9
displays how data entities like Peers, Files, Requests, and the
Index Server are connected, illustrating the relationships
within the database that track uploaded and downloaded files.
The sequence diagram as shown in Fig. 10 shows the
sequence of actions when a requesting peer asking for a file,
with the index server verifying the availability, facilitating
the connection with the uploading peer, and monitoring the
interaction via the grace period allocator. Fig. 11 shows the
Database information on files uploaded by peers to the
system While Fig. 12 shows the simulator home screen
interface.

(© PeerDashboard

o connectionString: string

o gracePeriodTimer: Timer

o gracePeriodEndTime: DateTime
o IblGracePeriod: string

o IbIFreeRiderStatus: string

o LoadPeerStatus()

© btnUploadFile_Click()

© UpdatePeerStatus()

o StartGracePeriodTimer()

o CheckGracePeriodExpiration()
o RecalculateGracePeriod()

o requestFile_Click()

e EnableDownloadButton()

e CheckGracePeriod_Tick()

(© sendetails

o sendID: int

o requestiD: int

o senderUserlD: int

o dateSent: DateTime
o isDownloaded: bool

(© RequestDetails

o requestiD: int

o peerUserID: int

o fileName: string

o requestDate: DateTime

o Download()

Fig. 8: UML Class diagram for the prototype

PeerDownloads
9 DownloadID
PeerlD
FileName
SenderUsemname

DownloadDate

RequestDetails SendDetails
7 RequestiD % SendiD
PeerUserlD RequestiD
FileName SenderUserlD
RequestDate DateSent
IsDownloaded
Peers Users
T PeerlD ? UserlD
Username Username
GracePeriod PasswordHash
Uploadstatus FulName N
IsFreeRider Location 7
LastUpload IPAddress
Reputation Role
Downloads
GracePeriodStartTime

TransactionLogs
¥ TransactionID

RequesterUserlD

SenderUseriD
FileName:

TransactionDate

Files
F FilelD
FileName
Hash
Uploadedy
UploadDate

Fig. 9. Entity relationship diagram for the prototype
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Login Form [ [Registration Form | [ Peer Dashboard index server | [ File Upload

User

| Enter Creden

Validate Credentials

Response

Open Dashboard

Upload File

Open Upload Dialog

File Selected

Store File Information

|_ Confirmation

' | Update UI
! | Recalculate Grace Period

| Check Free Rider Status

Update Status

Request File

Check Available

|_ List of Files

Show Files

| Select File to Download ' '

| Download File
~pownlead File >
| < Confirm Download
~—onrmoownoas

| Update Downloads

Logout |
\ | _Open Login Form |
US,%" Login Form ] ‘ Registration Form | [ Peer Dashboard ‘ ‘ Index Server ] ‘ File Upload

Fig. 10: Interactions among the components
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Fig. 11: Database information on files uploaded by peers to the system
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Hybrid Architecture Peer-to-Peer File Sharing Simulator

Share files securely and easily with your peers.
Join us to explore seamless file sharing experiences.

Login Register

Fig. 12: Simulator home screen interface
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VI. EVALUATION METRICS

The performance of the prototype was evaluated using the

following metrics:

i Free Rider Detection Rate: The percentage of peers
correctly identified as free riders who meet the free-
riding criteria.

il.
duplicate files accurately identified and blocked.
Fake File Detection Rate: The percentage of fake
files correctly detected and rejected.

iil.

A. Free Rider Detection Rate (FRDR)
The percentage of peers correctly identified as free
riders, calculated using the formula:
Number of free riders correctly detected

FRDR = ( ) x 100

Total number of actual free riders

VII. CONCLUSION

The Improved Hybrid P2P system designed and
analyzed in this research effectively mitigates free riding
and improves the detection of duplicate and fake files in
peer-to-peer networks. Accurately detecting free riders is
crucial for ensuring fair resource allocation and
maintaining the network's efficiency. Similarly, identifying
duplicate and fake files enhances the reliability and
integrity of shared content, which is essential for user trust
and system performance. This approach can be extended to
other computing areas, such as content distribution,
network security, and distributed resource management. As
demonstrated, the Improved Hybrid P2P system leverages
dynamic grace period approach and content scanning
mechanism to address key challenges in peer-to-peer
networks, outperforming traditional systems and paving the
way for more robust and reliable hybrid architectures.
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