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Abstract - Cognitive Radio Networks (CRNs) have been
developed to improve the usage of the spectrum in an
opportunistic manner. The coexistence mechanisms among
secondary users and legitimate users of the spectrum are
defined. A specific feature of CRNs is that it is prone to various
kinds of attacks and failures that can compromise the security
and performance of the network. This study developed a Time
Difference of Arrival (TDoA) -based technique for locating
Primary User Emulation (PUE) attackers and minimizes the
estimation error in detecting the location in Cognitive Radio
Networks. The simulation results show that the proposed
model has improved accuracy in avoiding primary user
emulation attacks with fewer errors. It was concluded that the
proposed location model with respect to minimizing
estimation errors could be used for primary user emulation
attack avoidance in Cognitive Radio Networks.
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I. INTRODUCTION

Cognitive Radio (CR) technology is developed to be
an implementation of the dynamic spectrum access
paradigm [1]; [2]. Based on the result, cognitive radio can
sense its surrounding environment and decides and adjusts
its parameters without external intervention. Cognitive
radio can also sense the presence of the primary user
automatically and autonomously. When a CR user
identifies a Primary User (PU) transmitting in the spectrum,
it has to leave the spectrum and search for another which is
idle or has a hole in the spectrum that is unoccupied by any
primary user. All secondary users can access the spectrum
without any priority [3].

Remote Method Invocation (RMI) is one of the key
elements of the framework for implementing cognitive
functionality. These specific features of cognitive radio
predispose the network to threats. This paper proposes a
Time Difference of Arrival (TDoA) -based method for the
transmitter's location. The physical location of radio
frequency transmission sources has been a hot topic for
many years in wireless applications. Time Difference of
Arrival is a method that implements the differences in time
of arrival measures for a given signal's source at two or
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more pairs of nodes. TDoA can be used in IEEE 802.22
networks for locating an attacker [4]. This paper focused on
how TDoA ideally works and how to apply it in locating
Primary User Emulation (PUE) attackers in cognitive radio
networks.

II. RELATED WORKS

Mobile and network-based are the two main
techniques for location detection. In the first one, a global
positioning system is used to give the position of a network
user. This method relies on GPS satellites' information in
time which is not limited to detecting an attacker. In the
second technique, distance  (transmitter-receiver)
estimation is used [4]. This technique relies on Received
Signal Strength, Angle of Arrival, and Time of Arrival.

In [5], the received signal strength-based technique is
developed to determine the distance in a line of sight. The
transmitter can be located by measuring several users'
Received Signal Strenght (RSS) when the path loss is
known. However, this technique is limited in dynamic
networks due to shadowing and signals with multipath. The
consequence of shadowing in the RSS-based technique is
the proportionality between the variance and its range [6].

In ToA, signal propagation time estimates the distance
between the transmitter-receiver. In [7], a test signal is sent
to locate a user while it awaits the response to locate the
two users. The user's cooperation is required in ToA, which
makes this technique unsuitable for CRNs to locate an
attacker.

In [8], a belief propagation-based technique was
proposed. Secondary Users (SUs) determine the location
and compatibility function, then the results are shared with
all CR users that execute the belief function iteratively.
When the results converge for all CR users, the attacker is
detected, and its signal's features and parameters are
broadcasted in the network. Since transmission time and the
transmitted signal strength are unknown, the location
verification approach is deployed using the difference of
the RSS at the CR users' level. At least four CR users are
needed to localize the attacker.

In [14], the Distance Difference Test (DDT) is
proposed using the relative phase difference of the received
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signals. The distances between PU and two location
verifiers (LVs) are determined. To the difference of
distance, the signal's phase shift of the LVs is used.
Distance Ratio Test (DRT), using RSS, relies on a large-
scale propagation model because the fluctuations caused by
small-scale fading in RSS are not considered. Both DDT
and DRT form the transmitter verification scheme.

1. METHODOLOGY

A. Time Difference of Arrival (TDoA)

In the TDoA, the time difference of arrival is used to
estimate the location. Using two nodes, the time difference
is represented by a hyperbolic curve. The intersection of
three hyperbolas can be accepted as the transmitter location
if at least four nodes receive the signal [9]. The accuracy is
a function of timestamp precision at the receiver's side. The
timestamp, in turn, depends on signal bandwidth [10].

For the transmitter's location purpose, all nodes (CR
users) in the CRN perform sensing and send the result to
the Base Station (BS), which is in charge of deciding the
existence or not of a PU. When a transmitter is detected,
CR users (at least two) execute the location technique
procedure to identify the transmitter. The synchronization
between CR nodes and BS must be tight for this location.
Several synchronization techniques in literature [11] can be
used in CRN. However, these techniques are limited
because a microsecond of errors can lead to hundreds of
meters of difference. The proposed technique can be
summarized in five steps: starting process (start of
recording); sending of well-known predefined marker
signal by the BS to every CR node; sending of recordings
with the marker by the CR nodes to the BS and
synchronisation; assuming the BS at (0,0), the elapsed time
can be defined as in expression (1) [4] with i being the
anchor node receiving the marker, (x,y) its position and vp
the propagation velocity, and deriving location estimation
(TDoA derivation).

t Jiot (1)
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B.  TDoA Measurement Model

In a CRN of N well-known positioned CR users,
assuming the propagation paths between CR user and
source are line-of-sight (LOS), assuming the range
measurement of noise n;; 1= 1; 2;...; N is independent and
follows a Gaussian distribution with zero mean and
variance ci2, the TDOA measurement model is given in
expression (2) [12]:

1 1 .
tin = o [lu —s;ll — - lu — sl + nyy, i=2,.....N  (2)

where s1 is the reference sensor, v, is the known
propagation speed, u is the source position, s; the position
of the ith sensor, and n the noise.
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C. Synchronization

Lightweight Time Synchronization (LTS) is used in
this case. It allows obtaining specific precision with little
overhead. Two algorithms are developed: the first for CR
users requesting forchronization, and the second
proactively synchronizes all CR users. For the two
algorithms, a BS is required as a reference. A proactive
algorithm constructs spanning trees with the BS at the root.
CR users utilise round-trip synchronization to synchronize
with the parents. When a CR user needs synchronization, a
request is sent to the BS using a routing scheme. For
overhead reduction purposes, CR users demand pending
synchronization. If the response is positive, the
synchronization is established with the neighbor instead of
processing to an independent multi-hop synchronization
with the BS[13].

IV. SIMULATION

The simulation was carried out using MATLAB
R2016a on a Dell Latitude E7440 laptop (8G ram,
processor Intel core i5 2.6GHz). The base station is
assumed to be at (0,0), and the position of all nodes
participating in the cooperative detection is well known.
The distance is measured in meters, and the network range
considered is a square of 100m as a side length. The
propagation velocity is 10m/us with variant noise. The
different simulation results are shown in Figures 1-3.
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Fig. 3. Error estimation with respect to noise

V. DISCUSSION

The simulation results show that the probability of
locating a transmitter increases with the error estimation
(Figure 1); thus, the farther the signal source from the
well-known position, the better the attacker's detection.
The cumulative probability reaches 0.97 when the error
estimation distance exceeds 70m in cooperative detection
such as TDoA—the more nodes involved, the lesser the
error. Figure 2 shows that the distance of estimation error
decreases with the number of CR nodes. The error
estimation distance decreases from 70m when the
number of CR nodes is 1 to 12m when the number of CR
nodes goes beyond 12. The results in figure 3 show that
the spectrum noise affects the error estimation in a direct
relationship. In a noise-free spectrum, the estimation
error is 7.5m which increases to 60m when the noise
reaches 100 W/Hz The probability of locating the source
of the signal is a function of the number of CR nodes, the
estimation error, and the spectrum noise.

VI. CONCLUSION

This paper explicitly presents a location detection
method to avoid primary user emulation attacks in
cognitive radio networks. The proposed technique is
based on TDoA and Lightweight Time Synchronization
method to estimate the position location. The proposed
solution has been simulated, and the provided
performance evaluation shows the goodness of the
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proposed method. The attacker can be located with less
error, and the location process is accurate. For future

work, multiple attackers can be considered.
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